Control & Security of Oracle

COURSE DURATION: 2-days
CPE HOURS: 16

LEVEL: Intermediate / Group-Live
PREREQUISITES: None
ADVANCE PREPARATION: None

This two day seminar will provide participants with a thorough understanding of the key control and security
issues of the Oracle Database management product.

We begin with an overview of the Oracle product, its features and capabilities. Once the basic concepts are
understood, the instructor will focus on each of the critical components and provide participants with in-depth
coverage of the major control issues. It is essential that strong controls are in place when the product is first
loaded to prevent the installation of Trojans and back doors that can grant unauthorized access to programs
and data files. For this reason, the section on product installation and configuration will identify the key
control points necessary to establish a security baseline. This will ensure that security is implemented early
in the Oracle development life cycle. The instructor will then move on to the controls required for application
design and construction, testing, and then implementation. Special emphasis will be placed on developing
and implementing strong security practices that ensure the programs, databases and Oracle operating
environment are protected. As with all Canaudit control and security seminars, participants will receive a
series of risk control tables and checklists to assist them in their first audit.

WHO SHOULD ATTEND

This session is intended for auditors and security personnel who need a basic understanding of the control
features of Oracle security practices and who require a solid approach to ensure Oracle security is fully
implemented.
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