Cvber Terrorism & Electronic Espionage

COURSE DURATION: 2-days
CPE HOURS: 16

LEVEL: Intermediate / Group-Live
PREREQUISITES: None
ADVANCE PREPARATION: None

The 21% century has arrived and with it a new electronic world that poses significant business risks.
Global terrorists know that winning a physical conflict with the major world powers is virtually impossible.
They have now discovered that critical commercial infrastructure is highly exposed to a logical attack,
therein jeopardizing our society and way of life. The list of potential targets includes power grids, banks,
airlines, air traffic controls systems, trucking and transportation companies, chemical and petrochemical
facilities, food manufacturers, retailers, hospitals, and local governments. Many of these organizations do
not have the necessary controls to detect and repel a serious penetration attempt as the Canaudit
Penetration Team has repeatedly proven in client after client. The controls are just not in place to protect
most organizations from electronic warfare or terrorism. Electronic espionage also poses a significant
threat as cyber criminals are creating new ways to earn a living. Penetrating networks, harvesting files,
deleting or altering critical databases, and taking control of critical network components are just a few of
the risks.

This highly intensive seminar will provide you with an understanding of the specific risks related to Cyber
Terrorism and Electronic Espionage. You will also receive an audit guide containing a series of checklists
and risk control tables to help you perform a threat assessment of your own organization.

WHO SHOULD ATTEND

This session is intended for auditors, security, and law enforcement professionals interested in identifying
the specific electronic threats to their organization’s information technology.
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