Penetration Testing: Pre-emptive Network Security

COURSE DURATION: 2-days
CPE HOURS: 16

LEVEL: Intermediate / Group-Live
PREREQUISITES: None
ADVANCE PREPARATION: None

This two-day seminar is designed for audit and security professionals. It teaches the necessary skills required for
effective penetration testing. Participants will gain valuable insight into the most significant and common
vulnerabilities and exploits that threaten their systems. The instructor will demonstrate the use of software tools and
specialized techniques by conducting penetration tests on live sites and by analyzing past data. Participants will also
have the opportunity to have their web sites tested during this session.

As corporate networks are linked together, pre-emptive security testing is a necessary protective mechanism. The
Internet enables hackers to readily share new tools and exploits that threaten corporate security. Therefore it is
essential that auditors and security professionals discover the network exposures before the hackers do. This
seminar will provide the participants with a step-by-step approach that they can use to identify their vulnerabilities.

WHO SHOULD ATTEND

This course is targeted towards auditors, system administrators, Information Technology personnel, and all others
interested in the security of their company networks. This class is designed to increase the knowledge and
awareness of participants of all levels.
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