Auditing the IT Environment
Synopsis
Duration:
1 Day
CPE Hours:
8
Delivery Method:
Group-Live
Format:
Lecture
Program Level:
Beginner
Advanced Preparation:
None

This session will introduce attendees to the IT environment as a whole, its
systems and its processes, and explore some of the more common risks and
audit procedures for network devices, the Windows environment, databases
and web applications. The session will begin with a macro view of the IT
environment, discussing basic networking and the individual assets and
networks that compose it. The session will then address critical IT
environment processes such as intrusion detection and response as well as
log collection and analysis.
Having laid a rudimentary foundation, the session will progress into four
critical IT sub-environments: network devices, the Windows environment,
databases and web applications. For each of these environments, the
instructor will demonstrate common risks found in the environment and how
auditors can quickly identify these risks. The session will then conclude with a
brief segment on documenting, rating and presenting identified risks.

Who Should Attend
This seminar is intended for new IT Auditors, IT Auditors looking to update
their audit approach and skill sets to reflect the current risk model, Financial
or Operational Auditors and new Internal Auditors.

Learning Objectives
At the end of this course, participants will be able to:




Recognize fundamentals of an IT environment.
Discover risks and common vulnerabilities in the four critical IT Subenvironments.
Document security issues and mitigating controls.

Prerequisites
None

Course Policies
For registration, cancellation, refunds or other concerns please contact our
office at (800) 774-1717.

Canaudit, Inc. is registered with the National Association of State Boards of
Accountancy (NASBA) as a sponsor of continuing professional education on the
National Registry of CPE Sponsors. State boards of accountancy have final authority
on the acceptance of individual courses for CPE credit. Complaints regarding
registered sponsors may be submitted to the National Registry of CPE Sponsors
through its website: www.learningmarket.org.

